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Are Chinese solar power inverters connected to critical infrastructure grids?

U.S. energy officials have launched an investigation after discovering unauthorized communication equipment
embedded within Chinese-manufactured solar power inverters connected to critical infrastructure gridsacross
the country.

Could céllular radios be used remotely to switch off power inverters?

The rogue devices,including cellular radios,were discovered in Chinese-made power inverters that are used to
connect solar panels and wind turbines to electricity grids across the world,including the UK. The hidden
communications equipment could be deployed remotely to switch off inverters with potentially catastrophic
results.

Do solar inverters contain undocumented cellular radio devices?
These inverters,which are essential components that convert direct current from solar panels into alternating
current usable by the electrical grid,were found to contain undocumented cellular radio devicesnot disclosed in
product specifications or technical documentation.

Why were solar power inverters disabled from China?

In November,solar power inverters in the U.S. and elsewhere were disabled from China highlighting the risk
of foreign influence over local electricity suppliesand causing concern among government officialsthree
people familiar with the matter said.

U.S. energy officials have intensified scrutiny of Chinese-manufactured components in renewable energy
infrastructure after the identification of undocumented ...

According to Reuters, experts have discovered secret cellular radios and other communications gear inside
solar invertersand solar ...

U.S. energy officials have launched an investigation after discovering unauthorized communication equipment
embedded within ...

Security experts analyzing grid-connected equipment have identified unauthorized communication devices
that are absent from product specifications within certain Chinese ...

For months, experts examining renewable energy equipment imported from China have been quietly finding
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rogue components in solar inverters and large batteries, two people ...

While inverters are built to allow remote access for updates and maintenance, the utility companies that use
them typicaly install firewalls to prevent direct communication back ...

For months, experts examining renewable energy equipment imported from China have been quietly finding
rogue componentsin solar ...

U.S. energy officias are intensifying scrutiny of Chinese-manufactured power inverters, critical components
in renewable energy systems, after discovering undocumented ...
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